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Etaipia COSMOS

Kow:

KaBe evéladepodpevo

ALtgevkpivion Ataywviocpou

Y& OuveEXela Tou UTUOpPLOUOV  TPWTOKOMOU  5964/28/8/2018 fyypado tn¢ etalpiag
COSMOS 6a B£hape va cog SLleEUKPLVIOOUPE OTL O TIVOKOG TEXVIKWV Tipodlaypadwy Tou
Firewall avtikabiotatatl anod tov akoAoubo mivaka.

Mivakag Firewall

A/A NEPIFPA®H ANAITHZH
F.1 FENIKA XAPAKTHPIZTIKA

F.1.1 | MovtéAo kal Kataokeuaotpla etalpeia NAI

F.1.2 | AptBuog Movadwv 1

F.1.3 | H ouokeun va avAKeL 0T KATNyopilo TwV CUCKEU WV NAI

EVOTIOLNHEVNG avTlpeTwTiilong anelAwv (UTM Appliance)

F.1.4 | NA SwaBéteL Anti Virus Protection ICSA sertification NAI

F.1.5 | NA StaBgtel Anti Spam filtering NAI
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F.1.6 | Npoodepduevn pvnun (GB) 8
F.1.7 | Npoodepopevn uviun FLASH (GB) 8
F.1.8 | Na StaBEtel mAdalolo katdAAnAo wote va epapudlel o NAI
kplwpa 19"
F.1.9 | Noa StaBgtel tpododotikd 100 to 240 VAC NAI
F.2. OYPEZ AIAZYNAEZHZ
F.2.1 | Eykateotnuéveg Bupeg Gigabit ethernet UTP >=8
(10/100/1000 Mbps autosensing)
F.2.2 | AplBudcg USB Bupwv >=2
F.2.3 | Ymodoxn yla mpooBnkn e€wteptkig kaptag dtemadwv NAI
F.2.4 | Na StaBEtel acuyxpovn Bupa (console) tumou RJ45 yia NAI
out of band Swaxeipnon configuration and
Management) péow teppatikov. H mpoéoBaon Ba
TipooTtateVETAL PE Xpron Kwdikou (password)
A3 NAEITOYPTIKA XAPAXTHPIZTIKA
F.3.1 | ZuvoAwo Throughput yia UDP nakéta 2 Gbps
F.3.2 | ZuvoAwkd Throughput og Asttoupyia IPSec 3des/aes VPN | 300 Mbps
F.3.3 | ZuvoAwkog AplBuog Tautoxpova urtootnpl{Opevwy site to | 750
site IPSEC VPN tunnels
F.3.4 | ZuvoAikog AplBudg concurrent connections 500000
F.3.5 | Néa session ava dgutepOAento (UEyLOTO) 20000
F.3.6 | IPS Throughtput >500Mbps
F.3.7 | Virtual Interfaces (Vlans) >=200
F.3.8 | Ymootrptén DHCP server kat DHCP relay NAI
F.3.9 | Auvatotnta xpriong ¢pIATpwy yLo To MEPLOPLOUO TNG NAI
pooTEAAONG KaBw¢ Kal tTng SpopoAdynong pe Baon Tig
IP S51euBUVOELG TOU TTOPAARTITN KOL TOU OTOOTOAEQ , KOlL
TO Xpnolpomnolovpeva npwtokoAa (UDP, TCP, ICMP,
K.A.TT).
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F.3.10 | Ymootriplén otatikAg Kat SUVOLKAG SpooAdynaong OXI
Bdaon Twv mpwtokOAwv : RIP, OSPF, BGP

F.3.11 | YrmootnpEn IPSEC DES, 3DES, AES kpumtoypddnong NAI

F.3.12 | YnootpiEn Network Address Translation (NAT) NAI

F.3.11 | YrnootnpEn URL Filtering NAI

F.3.12 | Ymootplén IPSec authentication MD5, SHA-1 NAI

F.3.13 | AodpaAela : RADIUS 1 kat TACACS 1} AsLToupyLka NAI
looduvapo

F.3.14 | Kataxwpnon otolxelwv Aettoupylag Kot oTatioTtikwy yla | NAI
kKaBe Siktuakn Bupa, péow Siktuou ot Syslog Server

F.3.15 | YmootpEn SSH kat Telnet kat SNMP NAI

F.3.16 | Evowpatopévo HTTP Web Server yia tn Staxeiplon tng NAI
OUOCKEUNG

F.3.17 | Na urtootnpilel Failover cuvéeopoloyia Active/Standby | NAI
ko Active/Active

F.4 Eyyunon 3 xpovia NAI

O Avtutputavng Owkovoutkn g Ataxeiplong kat Mpoypapatiopov

KaBnyntnig Nrewpylog Aémoupag
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